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= [ = gIJ v A [ td' [ 1% Qé 9 Y 1:; = g’/
@ednu Bnnadalinnuiasass Tagh OpenVPN 3995UMIBANBI NUMTNTHaNiaInHaIe BN OpenVPN
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NSAMAAILAZANS 1G9 OPENVPN
Download wasfnadllsLns

yINUa1N130 Download & OpenVPN 1#ann

v
o

http://swupdate.openvpn.org/downloads/shield/openvpn-connect.msi Tnelun13RmsaN Server waz
Client garunsnFamaaiulé

¥
o o

N9ARAT OpenVPN (ARAavaEla Server waz ElaClient)

v v
o o

Haldlnad openvPN Mssudaranlenau WANINIRAG Aail

Welcome to the OpenVPN 2.2 2
Setup Wizard

This wizard will guide you through the installation of
QpenyPM, an Open Source YPN package by James Yonan.

Mote that the Windows version of OpenVPM only runs on XP,
or higher.

Tuniinaell azily Wizard doalunisfinfadnean 1ismnnisnafita Next iweanitiunissiely


http://swupdate.openvpn.org/downloads/shield/openvpn-connect.msi
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Agreement

License
n PE N Flease review the license terms before installing OpenvPM 2.2.2 .

Press Page Down to see the rest of the agreement.

| GMNU GEMERAL PUBLIC LICENSE
Version 2, June 1991 b

Copyright (C) 1989, 1991 Free Software Foundation, Inc.

59 Temple Place, Suite 330, Boston, MA 02111-130F USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install OpenVPN 2.2.2 .

Mullsoft Install Syskem vz 46

< Back ][ I Agres ][ Cancel

o q’/j 4 dl [ A a oa/l :; !
nagantiu Wiena | Agree Wwataniudannaslunisldeuaasiyaunga Iuﬂq?ﬂﬂﬁl\inﬂﬂﬂ NIUAIT

ArANHITLAZIRLATanNAdlF TR LAUNaUNINTRAGS

() OpenVPN 2.2.2 Setup =R (0] OpenVPN 222 Setup ==

Choose Components Choose Install Location
0 PE N Choose which features of OpenVPN 2,22 you want to install, n PE N Choose the folder in which to install OpenvPN 2,22,

Select the components to install/upgrade. Stop any OpenVPM processes or the OpenVPN

Setup will install OpenvPN 2,2.2 in the following folder. To install in a different folder, dick
service if it is running. All DLLs are installed locally.

Browse and select another folder. Click Install to start the installation.

Select components to install: OpenVPN User-Space Components -
OpenVPN GLI ‘:
OpenVPN RSA Certificate Management Scripts i
OpenVPN Service Destination Folder
OpenVPN File Assodations
Openssl DlLs Sl O e,
L Y P RRTTIT
Description
Space required: 3.3MB I Space required: 3.3MB
Space available: 70.0GB
Mullsaft Install System v2.46 Mullsoft Tnstall System v2.46
< Back ][ Next > ] [ Cancel ]

< Back ][ Instal ] [ Cancel

] a qg: ' 3/’ o v A roI/ o zﬁl oa/l
TugauraINI9RnF Components AN WL wuzin liaan Weridunnsa @vly Default 28992 ULW Ay

q

o dl % 1 o aa/l ¥ 1 ﬂl o a 1 :/I % % A
mmmwquﬂ%nﬂmm NANITNUU lumuﬂmﬂqm Next LWaALWWN1TAR Tmlmuqmmﬂ RTABILRAN
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Path Niaznn13Rmnsallsunsni Inelussuy azDefault 139 C:\Program Files (x86)\OpenVPN  Ad1iuldiving

nALu Install

[r] OpenVPMN 2.2.2 Setup = p——

| N |

[57] Windows Security EE_.'

Would you like to install this device software?

=~ Mame: TAP-Win32 Provider V9 Metwork adapters
_&' Publisher: OpenVPM Technelogies, Inc.

[ Always trust software from "OpenVPM Install ] [ Don't Install ]
Technelagies, Inc.".

';g' You should enly install driver software from publishers you trust. How can [ decide which
device software is safe to install?

TAP INSTALL (tap0901) i

nicel

(]
o

2 Back Mext =

¥ v
o o

TusrminaRsrUuANTiunsRAReU s Pop Up asaTsunsuiunngeLnny Would you like to
install this device software? aludunauil 32111 axsinnnaAARs Visual Network Card 31sin Ineidadn TAP-
Win32 Provider V9 Network adaptors WL’J"]ﬁWLﬂ%mMN’mQﬂM“ﬁm Always trust software from “OpenVPN
Technologies, Inc.”. WEanad Install s funnafasse luduneus analinandnszazuil iesinnng

v
(%

AR

Lo
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Installation Complete
Setup was completed successfully.

Completed
. """

Create shortcut: C:\ProgramDataMicrosoft\Windows\Start Menu'Programs\OpenVP... =
Create shortout: C:\Users\Public\Desktop\OpenVPN GUIInk

Create shortcut: C:'\ProgramDataMicrosoft\Windows\Start Menu'\Programs\OpentP...
Create shortout: C:\ProgramData'Microsoft\Windows\Start Menu\Programs\OpenVP...
Create shortcut: C:'\ProgramDataMicrosoft\Windows\Start Menu'\ProgramsOpentP...
Create shortout: C:\ProgramData'Microsoft\Windows\Start Menu\Programs\OpenVP...
Create shortcut: C:'\ProgramDataMicrosoft\Windows\Start Menu'\Programs|OpentP...
Create shortout: C:\ProgramData'Microsoft\Windows\Start Menu\Programs\OpenVP...

j HIoH iles (x86)YOpenyPHUNInstall.exe
Completed 1B

! 1 v
INBITULINRS Completed T¥ivinunn Next iiaaniunisdugading

Completing the OpenVPN 2.2 2
Setup Wizard

OpenVPM 2.2.2 has been installed on your computer,

Click Finish to close this wizard.

Show Readme
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1 o dl QQ’ qg/, a 09/, aly v 1 = Y o Q’l
nALH Finish iN@AUgATUADUNIAARAY  TURaUH UTi9B189YINUaTH Icon lisuiiia

= o 4~ o = : g .
AAN Icon AINANT WNaLTaNNsan lunsTaNsaanLATas Client

1 wenmu 295
A5

i a6
|n VNS R AIOY | 01052555

[start

1o 50eua@ol@nol

CYP -

azillamaugilnaniiomnaiauns WUNNLT1IN Task bar e ldlunisdansialilds VPN Server

1 v v
WL ANRUNNTNN DT URa URLAY Aall 131arandiunisasna Certificate Authority (CA) , Diffie

Hellman (DH), waza319 Key 41m5utls Server uazils Client Tnadunausianius 19nnnile Server inesdlaingaminiiu
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N194519 Certificates and Keys

v
o

YUAAUNITLATEUNNNG

d’j o a dl ! 09/,
Tupauilazaiun1slueses Server Wit

w2 2 U7 2 Te8 qradan 33 uNTENSYIMY WANENTUTUY NPUNNAMILAT 10140

1. L%]”I@]'TW@M'? C:\Program Files\OpenVPN\easy-rsa gl Command prompt

a. 1 Command prompt 21 (Windows xp t# Start > run uaNuWAN1 cmd na Enter @21

Windows7 1% Start>Search Programs and Files ANWA191 cmd WwLAgafu waanm Enter)

b. WuN “cd C:\Program Files\OpenVPN\easy-rsa” (11na3 Windows7 64 bit %‘ﬂfﬁ “cd C:\Program

Files (x86)\OpenVPN\easy-rsa”)

2. AuN init-config WRINA Enter

[ Administrator: Command Prompt

A5-38-2811 @A3:53 <DIR>
A2-18-2811 18:46 <DIR>
A?-A8.-2811 11:58 <DIR>
A2-18-2811 1@8:46 <DIR>
12-81-2811 11:=88 <DIR>
a7-14-2009 18:28 <DIR>
12-81-2811 11:=37 <DIR>
A4-28-2012 @3:13 <DIR>
A5-30-2011 @3:53 <DIR>
A4-12-2012 B8:58 {DIR>
A File<(s>
18 Dirds>

:ned “"Program Files (xB62
»Program Files (xB6>>cd OpenUPN
“Program Files
~Program Files

:~Program Files
1 file{s> copied.

DELL

Drivers
EFIDemlntraweh
Install

Morton

PerfLogs

Program Files
Program Files (x86>
Users

Windows

A bytes
6,.736,359,.424 hytes free

(x86)>%0penUPN>cd easy—rsa
(86 2~0penUPN~easy—rsa*init—config

(x86~0penUPN~easy—rza*copy vars._ bat._.sample vars._bat

InProgram Files (xB62“\OpenUPNseasy-rsal


https://community.openvpn.net/openvpn/wiki/Easy_Windows_Guide#CertificatesandKeys
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3. AW vars waanm Enter

Administrator: Command Prompt

A% /88 2811 <DIR> EPIDemIntraweh
82182811 <DIR> Install
12812811 <{DIR> Norton
a7-14-2089 <DIR> PerfLogs
128120011 <DIR> Program Files
04282012 <DIR> Program Files {(xB6)>
A5 .~30.-2811 <{DIR> Users
B4.-12-2812 AM <DIR> Windows

es

B hyt
6.736.359.424 bhytes free
c:s>od Y"Program Files (x862
c :“Program Files (xB6>>cd OpenUPH
c s Program Files {(xB&6>~0penUPH>cd easy-r=za
c i Program Files ¢(xB6>~0penUPN-easy—rsarinit—config

c i Program Files ¢(xB6>~0penUPN-easy—rsarcopy vars. bhat._sample vars_bat
fileds?» copied.

c s Program Files <(x86>~0penUPHseasy-—rzarvars

c:sProgram Files (x86)~0OpenUPM\easy-rsal_

13 PM <DIR> Program Files <(xB86>
=53 PM <DIR> Users
HB4-12-2012 B@8:5%8 AM <DIR> Windows
B File<s)> B hytes
18 Dirdsd b,.736.35%.424 hytes free

c:nrod "Program Files <xB6D

c:“Program Files (xB6>>cd OpenUPH

c:“Program Files (xB6>~0OpenUPN>cd easy—rsa
c:“Program Files (x86>“0penUPHN~easy-rsarinit—config

c:“Program Files (xB6>“0OpenUPHeasy-rsa*copy vars.bat.sample vars_bat
1 fileds?> copied.

c:“Program Files (xB6>“OpenUPN-easzy—rsa’vars

c:“Program Files ¢(xB6>“OpenUPH~easy—rsa>clean—all
The zystem cannot find the path specified.
file<s» copied.
1 fileds?> copied.

c:“Program Files (x86)“QpenUPN-easy—rsa>
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5. WNW build-ca w&a Enter (azl8 g ca.crt, ca.key)

[ Administrator: Command Prompt - build-ca

c:wProgram Files <x86>~0penUPN-eazy—rzarbuild—ca

The zystem cannot find the path specified.

WARNING: can't open config file: c:tsopensslsszl-opens=zl.cnf
Loading *screen’ into random state — done

Generating a 1824 hit RSA private key

unahle to write *'random state’
writing new private key to ‘keyssca.key’

You are about to he asked to enter information that will be incorporated
into your certificate reguest.

hat wvou are abhout to enter is what is called a Distinguished Mame or a DHN.
There are guite a few fields but you can leave zome blank

For zome fields there will be a default value,

If you enter *_*,. the field will bhe left hlank.

Country Mame €2 letter coded [US]1:_

ndanniis lusaszu %ﬁ@ﬂ@ﬁ@g@miﬂﬁqﬁ”

- Country Name (2 letter code) [US]: ¥ Enter dnuasyL

- State or Province Name (full name) [CA]: ¥ Enter 6nuA3yL

- Locality Name (eg, city) [SanFrancisco]: 1 Enter 611A3L

- Organization Name (eg, company) [OpenVPN]: I3 Enter tnuasy

- Organizational Unit Name (eg, section) [changeme]: 131 Enter t{nuAsL

- Common Name (eg, your name or your server's hostname) [changeme]:OpenVPN-CA SR
- Name [changeme]:slﬁ Enter NNWATL

- Email Address [mail@host.domain]: Enter {11ATL
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: can't open config file: c:sopensslszzlsopenssl.cnf
Loading *screen’ into random state — done
Generating a 1824 bit RSA private key

unahle to write ‘random state’
writing new private key to ‘keyssca.key’

You are about to be azked to enter information that will he incorporated
into your certificate reguest.

What you are about to enter is what iz called a Distinguished Hame or a DM.
There are gquite a few fields but you can leave some hlank

For some fields there will be a default value.

If you enter *.°, the field will be left blank.

Country Mame <2 letter code [US1:

State or Province Mame (full name> [CAl:

Locality Mame <eg,. city) [SanFranciscol:

Organization WHame <eg, company) [OpenUPH]:

Organizational Unit Hame <eg,. section? [changeme]l:

Common Mame <eg. vour name or your server’s hostname? [changeme 1:0penUPN-CA
Mame [changeme]l:

Email Addreszs [mailfhost.domainl:

c:“Program Files <(x863“0penUFN-eas

a "

6. WuW build-key-server server (azl# W& server.crt, server.csr, server.key)

dministrator: Command Prompt - build-key-server server

Locality Mame (eg, city> [SanFranciscol:

Organization Mame <eg, company? [OpenUPM]:

Organizational Unit Name <eg. zection? [changeme]:

Common Mame (eg,. vyour name or yvour server’s hostname? [changeme 1:0penUPN-CA
Mame [changeme]:

Email Addreszs [mailPhoszt.domainl:

c:“Program Files (x862>~0penUPHeazv—rzar*build-key—server server
1The SUSTEem Cannot find THe path Specif 1ed.

WARMING: can't open config file: c:-ropensslsssl-sopenssl.cnf
Loading 'screen’ into random state — done

Generating a 1824 hit RSA private key

++++++

unable to write ‘random state’
writing new private key to ‘keuszerver.key’

You are about to be aszked to enter information that will he incorporated
into your certificate reguest.

What you are about to enter iz what is called a Distinguished Mame or a DH.
There are gquite a few fields but vou can leave some hlank

For zome fields there will bhe a default value.

If you enter '.',. the field will bhe left hlank.

Mame (2 letter code) [US]1:
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Country Name (2 letter code) [US]: 9 Enter tnuaiy

State or Province Name (full name) [CA]: 141 Enter tin1@5y
Locality Name (eg, city) [SanFrancisco]: ¥ Enter 611A3L
Organization Name (eg, company) [OpenVPN]: 9 Enter tnuasL

Organizational Unit Name (eg, section) [changeme]: 19 Enter tnuA3y

Common Name (eg, your name or your server's hostname) [changemel:Server (1iiNun)

Name [Changeme]:élﬁ Enter NNWATU

Email Address [mail@host.domain]: 141 Enter t11A5y
A challenge password []: 14 Enter #d11m5u

An optional company name [1:1¥ Enter 611A3L

Sign the certificate? [y/n]:y (WHW y)

1 out of 1 certificate requests certified, commit? [y/n]:y (WHN y)

strator: Command Prompt

Country Name (2 letter code> [US1:

State or Province Name (full name> [CAI:

Locality Hame (eg. city?> [SanFranciscol:

Organization Mame (eg. company? [OpenUPM1:

Organizational Unit Mame <eg. section? [changemel:

Common MName {eg. your name or your server’'sz hostname) [changemel:Server
Mame [changemel:

Email Address [mailCfhost.domainl:

Please enter the following ’extra’ attributes

to be sent with your certificate regquest

A challenge password [1:

An optional company name [1:

WARNING: can’t open config file: c:ropensslrsssl-openssl.cnf
Uzing configuration from openssl-1._8.B.cnf

Loading ’screen’ into random state — done

g Distinguizhed Name iz as follows
:PRINTABLE: " US”*
stateQrProvinceMame
localityMame H anFrancisco’
organizationName H penUPN’
organizationallnitName:

commonMame H

name :PRINTABLE:* changeme’

emailAddress :IASSTRING: "mailBhost .domain’

Cewtificate ic tn he cewntifiad until Apr 29 B8:49:54 2822 GMT (3658 days>
Bign the certificate? [y/nl:y

1 out of 1 certificate requests certified, commit? [ysnly
Write ool daidbase wiich 1 new eniries

Data Base Updated

unahle to weite ‘random state’

c:“Program Files {(x86>\OpenUPN \easy—rsal_
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7. ANA build-dh (Diffie Hellman gutisaunuilaiianiy azldlng dh1024.pem) Tudunauiianaldsreasinan

Tun99auullanilensy

[z4.| Administrator: Command Prompt M=] E3

c:“Program Files (xB6>-0OpenUPH-easy—rsa’build—dh
THE SUSTEM cannot find Theé path Specified.
UWARHING: can’t open config file: c:-/openssls/ssl/openssl.cnf
Loading ‘=zcreen’ into random state — done
Generating DH parameters. 1824 bhit long safe prime, generator 2
Thiz iz going to take a long time

+

+ 43+ 4

unahle to werite ‘random state’

c i Program Files (x86>“0penUPNseazy—rzal

8. Copy Il « ca.crt, ca.key, server.crt, server.csr server.key LAy dh1024.pem”
1N “C:\Program Files (x86)\OpenVPN\easy-rsa\keys” 119 Folder C:\ Program Files

(x86)\OpenVPN\config\

9. @379 config INGER server.ovpn Viulsn o Program Files (x86)\config\ 14 Notepad a5nan AT

(2
o A

seazRunntl (nsldnunawe W <" vise "#)

HERHH IR

# OpenVPN Server config file
TR # port 1194
proto tcp-server

dev tap

tls-server

ca ca.crt

] '
o A 3

cert server.crt #&aunmndnaziilu File waniunu File #lda1nnn9 build-server afu a1 deaunasulinsamsu

key server.key #&unminaziflu File Whaariuiu File Aldannnng build-server AU &1l TeauRlasulfinsen iy
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dh dh1024.pem

mode server

ifconfig 192.168.25.1 255.255.255.0 #1111 1P / Subnet 2894384 VPN aiflu 1P nneilu
ifconfig-noexec

ifconfig-pool 192.168.25.121 192.168.25.151 255.255.255.0 # IP n1elu Naveyn s W1 15

#;push “dhcp-option DOMAIN ccm.com” # push the DNS domain suffix

push “dhcp-option DNS 192.168.25.1” # push DNS entries to openvpn client
#;push “dhcp-option WINS 192.168.25.1 "4 push DNS entries to openvpn client
push “route 192.168.25.1 255.255.255.0"

;duplicate-cn #use this for testing only
client-to-client

ping 10

ping-restart 120

push “ping 10"

push “ping-restart 60"

verb 4

10. Waaniunnadaizavses 13itla Notepad wan 1uiinls C:\Program Files (x86)\OpenVPN\config Tneil

T8 server.ovpn
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o

j I Search config

Organize - NjOpen + Burm  Mew Falder

‘¢ Favorites Mame “ Date modified | Tvpe Size
Bl Desktop _ﬂJca 01/05{2555 15:29 Security Certificate ZKB
& Downloads || cakey 01/05/2555 15:29 KEY File 1 KB
=l Recertt Pl
= Recent Hlaces dlient 05042555 14:02 Open¥BN Config File 1 KB
o | braries || dhio24.pem 01/05/2555 15:57 PEM File: 1KB
e
%) Documents || README 02/04{2555 15:04 Text Document 1 KB
o Music ] server 01/05/2555 15:50 Security Certificate 4 KE
| Pictures || server.csr 01/05/2555 15:49 SR File 1 KB
B videos server.key 01/05/2555 15:49 KEY File 1 KB

1M Computer
i 05 (C)
a DATAPARTY (D)

&‘; Metwork

SEFVEr Date modified: 05042555 14:08 Diate created: 05/04/2555 12:11
OpenyPM Config File Size: 979 bytes
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N158519 Key fnaaaels Client

1 v
=

v . ¥ o dl dl o o < b4 A ! v =X Y o1 b %
N1749719 Key 184 Client viniAsas Server AFL wszgnanilusiasld data m\ijmqﬂmwmu%ﬂ@umq

! ! o dl v 1 v K dl .
LU ca AN|UAT dh ATy LAZLHNAATNNNDLWATULAINNAZ copy 1ﬂLﬁ?@Q client

a. ia Command prompt 21 (Windows xp % Start > run uaNuWAY91 cmd na Enter @21
Windows7 11/#1 Start>Search Programs and Files ANWA191 cmd WiwLAgfu waanm Enter)
b. WuN “cd C:\Program Files\OpenVPN\easy-rsa” (11na3 Windows7 64 bit %ﬂ?ﬁ “cd

C:\Program Files (x86)\OpenVPN\easy-rsa”)

1. NN init-config W&anA Enter

[+ Administrator: Command Prompt

B3:53 <DIR> DELL
1@:46 <DIR> Drivers
11:58 <DIR> EFIDenlntrawehb
1@:46 <DIR> Install
11:6804 <DIR> Morton
18:28 <DIR> PerfLogs
11:37 <DIR> Program Files
B3:13 <DIR> Program Files
B3:=53 <DIR> Uzers
A8 :58 <DIR> Windows

B File<s> A bhytes

18 Dir<s> 6,736,359 .424 bhytes free

c:»rod “"Program Files <x862>
c:%Program Files (xB86>>cd OpenUFHN
c:»Program Files {(xB86>0penUPH>cd easy—rza

c:»Program Files {(x86>~0penUPH-easy—rsarinit—config

c:»Program Files (xB86>-0penUPH-easy—rsarcopy vars.hat.zample vars.hat
1 file<s> copied.

c:»Program Files (xB86>0penlUPH-easy—rsar
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a 6 %
WHNW vars Ladnm Enter

[+ Administrator: Command Prompt

11:58 <DIR> EPIDemIntrawveh
18:46 <DIR> Install
11:88 <DIR> Morton
18:28 <DIR> PerfLogs
11:37 <DIR> Program Files
B3:13 <DIR> Program Files
B3:53 <DIR> Users
A8 :58 <DIR> Windows

B Filed=z> A hytes

18 Dirds> 6,.736,.357.424 bhytes free

c:>ocd Y"Program Files (xB6>

c:“Program Files (xB&6>>cd OpenUPH

c “~Program Files (xB63“0penUPH>cd easy—rza
c:“Program Files (xB&6>-0OpenUPH“easy—rsar*init—config

c “~Program Files {(xB6>-0penUPH“easy-rsar*copy vars.bat.sample vars.bat
1 file<=s>» copied.

c:“Program Files (xB6>-0penUPN-~eazy—-rzarvars

c:“Program Files {(xB&63}“OpenUPH“easy—vrsai_

The system cannot find the path specified.

WARNIMG: can't open config file: c:sopensslsszl-openssl.cnf
Loading ‘screen’ into random state — done

Generating a 1824 hit RSA private key

++++++

unahle to write 'random state’
writing new private key to ‘keyssClientl.key’

You are about to he asked to enter information that will he incorporated
into your certificate regquest.

What you are ahout to enter is what is called a Distinguished Mame or a DH.
There are guite a few fields but you can leave some blank

For zome fields there will be a default value.

If you enter '.’, the field will be left blank.

Country Name <2 letter code> [US]1:_
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- Country Name (2 letter code) [US]: 14 Enter ?numsu

- State or Province Name (full name) [CA]: 1% Enter tinuasu

- Locality Name (eg, city) [SanFrancisco]: 1 Enter 611A3L

- Organization Name (eg, company) [OpenVPN]: I3 Enter tnuasy

- Organizational Unit Name (eg, section) [changeme]: I Enter {11ATL
- Common Name (eg, your name or your server's hostname) [changeme]:Client1 (15u)
- Name [Changeme]:sl,ﬁ Enter NNWATU

- Email Address [mail@host.domain]: 144 Enter fnuaiu

- Achallenge password [1:1% Enter tnupa5y

- An optional company name [1:19% Enter tinuasy

- Sign the certificate? [y/n]:y (WuW y)

- 1out of 1 certificate requests certified, commit? [y/n].y (WU y)
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[4.] Administrator: Command Prompt

Country Name (2 letter code)> [US]:

State or Province Mame <(full name> [CAl:
Locality Hame <eg, city} [SanFranciscol:
Organization Mame <eg, company? [OpenUPH]:

MNuranigatinonal lnit Wama (nr.r cantinn’ rnltanrtnmn1'

ICummun Name (Eg, Your name or your sepver’s hostname? [changeme 1:Clientl
mounnc LLII“IIHGI'IE J -
Email Address [mailfhost.domainl:

Please enter the following ‘extra’ attributes

to be sent with your certificate reguest

A challenge password L[1:

An optional company name [1:

WARNING: can't open config file: c:/opensslsssl openssl.cnf
Using configuration from openssl-1.B.B.cnf

Loading ‘screen’ into random state — done

Check that the regquest matchez the signature

Signature ok

The Subject’s Distingui
countryName

i d Hame iz as follous
ztate0rProvinceName :

P ABLE:='US*

P E="Ch’

P E:*’SanFrancisco’
P E:* OpenlUPN’
P

P

P

localityMame
organizationMame
organizationalllnitName
commonMame E:*Clientl’

name E:’changeme’

emailAddreszs tIASSTRING: "mailfhost _domain’

Certificate iz to be certified wntil Apr 29 B9:51:-12 20822 GHT <3658 days>
Sign the certificate? [psnl:y

LE: ' changeme’

1 out of 1 certificate reguests certified,. commit? [y-/nly
rite out database with 1 new entries

Data Base Updated

unahle to write ‘random state’

c:“Program Files <(xB86)“0penUPH“eas

[
(3

~* FIAMIABINITAII key 1BILATDY Client AU YN LHNTILULLANAUATUNN TLATRI LA UNITAITD

ludruaas CommonName 11 Aaglaid1nu

4. @319 config INGER client.ovpn Aulin o Program Files (x86)\config\ 4 Notepad a519f HATL

ﬂ/

d & 1 1 i1
seaziRunntl (nsldnunawen W <" visa "#)

(client.ovpn)

HHHHHH R R R R

# OpenVPN Client config file

HEHATHAEH A AEHASHAS

remote vpnserver.dyndns.biz #1414 IP Public 484 VPN Server filsazideusie
lport 1194

proto tcp-client
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dev tap
tls-client
ca ca.crt

cert Client1.crt #&anmadraziilu File ey File 1liainnis build-key client1 a5y & ldTeaunidaswling

key Client1.key #&anmadnaziflu File inanrfiuiu File #l#annnng build-key client1 a5y #1145 1eaunidasuling
dh dh1024.pem
tun-mtu 1492
tun-mtu-extra 32
mssfix 1450
pull
ifconfig-noexec
ping 10
ping-restart 120
13 H ,,
push “ping 10
13 H ,,
push “ping-restart 60
verb 4
. config =] B3
Gg\_:jv| . = Computer + Q5 (C:) = Program Files (x86) + CpenPN + config - [‘i}]l Search config [:]
Organize *  Includeinlibrary «  Share with = 4=z E:l I@I
v Favorites =1 Mame = Date modified | Type Size |
B Desktop Flea 01052555 15:29 Security Certificate ZKE
& Downlnads ca.ke 01j05{2555 15:29 KEY Fils 1KB
i=L Recent Places ) client 05047555 14:02 OpenvPI Config File 1KB
= Uibraries || dhi0z4.pem 01 /05/2555 15:57 PEM File 1KE
) pocuments | README 02042555 15:04 Text Document 1KE
& Music Sl server 01052555 1550 Security Certificate 4KE
=/ Pictures || server.csr 01/05§2555 15:49 C3R File 1KE
B videos || server key 011052555 15:49 KEY File 1KE
SErver 05042555 14:08 OpenPM Config File 1KE
1M Computer

9 items

[
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Hea3 19N 1@3a Futbeauia wfinnsnssllsunsy OpenVPN UiATes Client &4n1s

v v
o/ o a %

A o dla o dl a :}/ s A A v &
AFIAZANHUNIWNEUNLNAAFAILY Server ATU LasINaRAAFSIUIUNINLATA B LTas 19 copy 1W@

=)

v

NA519U1N (ca.crt,ca.key,Client1.crt,Client1.csr,Client1.key,dh1024.pem Wag client.ovpn ) w1 ld13NAsas Client

Msfeanis Iaeluana C:\Program Files (x86)\OpenVPN\config #114T folder config Has19luunafy

ARANNUU L51ABIANUUNTLEAAT IP Config LULASRY Server

v

luadausn fiesinnisniuuaen IP 1iiusa VPN Adepter (TAP-Win32 Adapter) 137 Start,Settings,

Y o

Network Connections 1#iaanaq1#A Local Area Connection 1 (TAP-Win32 Adapter) (** Widanmq1 aziilu Local

Area Connection Winlsfilé witefiaaly “TAP-Win32 Adapter “ 1Win1iu ) w&ai@aen Properties

(;\ )v }' = Control Panel = Metwork and Internet = Network Connections =

Organize *  Disable this network device  Diagnose this connection  Rename this connection  Wiew status of this connection  Change settings of this connection

:. Local Area Connection c. Local Area Connection 2
S Network 2 S Unidentified network.
@ Broadcom BOMS709C NetXtreme I1 G... %" Broadcom BCMS709C Netitreme IT ..,

Diagnose:

'f‘:;' Bridge Connections

Create Shorkcut:
Delete
'E‘:;' Rename

|'$' Properties

uw&a1aan Internet Potocol (TCP/IP) u&a click 1]u Properties liinvunan IP inseriuinimunlilu na server.ovpn

lusaaeneil Gateway / DNS. 2896silu 192.168.25.1

Bl Local Area Connection 3 Properties =il

MNetworking I Sharing | 0 General |
ru
Connect using: o “ou can get IP settings assigned automatically if your netwaork supports
- this capability. Otherwise, you need ko ask your network administrator
I 2 TAPAWInI2 Adapter /3 For the appropriate IFP settings.
_ Configure..._ | £ Obtain an TP address automatically

Thig connection uses the following itermns: % Use the Following IP addr

o |

[l 9% Client for Microsoft Metworks 1P address: 19z . 168 . 25 . 1]

2= 505 Packet Scheduler

@Flle and Printer Sharing for Microgoft Metworks Subnet mask: I 255 . 255,255 . 0O
emet Protocol Yersion B E/PwE
Default gateway: I . . .

€ obtain BMS server address automatically

A Link-Layer Topology Discovery Mapper [0 Driver
~& Link-Layer Topology Discovery Responder

— 1% Use the Fallowing DS server addr

Install.. Uriinstal | | Froperties | | Preferred DINS server: I . . .
— Description Alternate DS server: I . . .

Trangmiszion Control Frotocol/Intemet Protocol. The default
wide ares network protocol that provides commmunication

across diverse interconnected networks. I™ validate settings upon sxit Advanced... I
(o0 I Cancel I

Ok Cancel
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o)

A519TLsANLER P Config tAaaasLduny AFy
TR0 config IP 9@94A389 Client 1l 192.168.25.121 Subnet 255.255.255.0 (IP Address lunnsisiiiuagy

9211 Network Ua9uAaziiie) AawnNauRnfiu Server AFL Wa config IP 1@5auéa icon 284 Local Area Connection

aziflugiluuuiiaiy

@ v Control Panel » MNetwork and Internet » Metwork Connections »

Organize + Disable this network device Diagnose this connection Rename this connection Change settings of this connection
-h'l Local Area Connection ‘hl Wireless Metwork Connecticn

%{* _ MNetwork cable unplugged %N HOME

x &F TAP-Win32 Adapter V9 dﬂ Atheros ARSBWBZ225 Wireless Net...

\’ﬂ

. . F
}-'ﬂ]\ Local Area Connection Properties |i Internet Protocol Version 4 (TCP/IPv4) Properties M

f 5E*"“""k-il"l‘_?l Sharing General

/| Connact using: ‘You can get IP settings

this capability. Otherwis
@ TAP-Win32 Adapter V3 for the appropriate IP s

() Obtain an IP address 3

(@ Use the following IP address:

1 & a
- AANUT Laan

Property

o P
3. 1da" 1P Address Tuosiy

)

3211 Network UD4it#az 1

This connection uses the following tems:

O Client for Microsoft Networks
B Kcaspersky Anti-Virus NDIS 6 Fiter P address:

gOoS Packet Scheduler Subnet mask:
gﬁle and Printer Sharing for Microsoft Networks

Default gateway:
-4 Intemet Protocol Version 4 (TCP/IPv4) |

™ = Lnk Layer Topology Discovery Mapper 1707 Driver Obtain DNS server address automatically

192 . 168 . 25 . 121

B . 255,255, 0

& Link-Layer Topology Discovery Responder (@) Use the following DMNS server addresses:
Install... Uninstall Preferred DNS server:
Description Alternate DNS server:

Transmission Control Protocaol/Intemet Protocol. The default
wide area network protocol that provides communication

across diverse interconnected networks. [ validate settings upon exit

oK |[ Cancel |
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N5 L4914 OpenVPN

[ 1 2
o a [ %

dl o { . s A 9 [=3 A [ o =
WaLININIT RAN 1P 91989 Server way Client l@3aizaigas 1970NNae9 I URUAT TR By A9l

1. l% Double Click # Icon OpenVPN GUI

2. Pn9maNsia VPN Server 1agl AANA91 91 icon ALAY NATUANNUNU8Y Task Bar LAQLASN

Connect

Disconnect

Show Status

View Log
Edit Config

Change Password

Proxy Settings.
Mozilla )
Firefox i ' About

Exit

o o P T = & - ] A o y K A o
3. UANINNUUAZHAUIAINUYUNN "ﬁ\‘l@uﬂuﬂﬁim"mﬁﬂu CA LLZQgiV\I@ key WN“] 'V]@ﬁ\rNVLrJ FILNANINIT

peadauUlilunzeUfasndn srUUAziLaaqn “Successful ARP Flush on interface”

.
i OpenVPN Connection (client) &lﬂlﬂ

Current State: Connecting

Tue May 01 19:06:52 2012 uz=7000 D ata Channel Decrypt: Uzing 160 bit message hash 'SHAT far HMAC & -«
Tue bay 01 13:06:52 2012 uz=7000 Contral Channel: TLS+1, cipher TLSw1/550L»3 DHE-RSA-AE 5256-5H
Tue May 01 19:06:52 2012 uez=7000 [Server] Peer Connection Initiated with £1.19.22.109.1194

Tue May 01 13:06:54 2072 us=128000 SENT COMTROL [Server]: 'PUSH_REQUEST' [status=1)

Tue bay 01 19:06:54 2012 uz=425000 PUSH: Received contral message: 'PUSH_REPLY, dhcp-option DM¢
Tue May 01 19:06:54 2012 uz=425000 Options eror. Unrecagnized optioh or missing parameter(z] in [FUSH
Tue May 01 13:06:54 2012 uz=425000 OPTIONS IMPORT: imers and/or imeouts modified |
Tue May 01 19:06:54 2012 ue=428000 OPTIONS IMPORT: -ifconfigiup options modified

Tue May 01 13:06:54 2012 uz=426000 OPTIONS IMPORT: route optiohs modified

Tue bay 01 19:06:54 2012 uz=425000 OPTIOMS IMPORT: ~ip-win3Z2 and/or --dhcp-option options modifiec
Tue May 01 13:06:54 2012 us=440000 ROUTE defaul_gateway=192.168.1.1

Tue May 01 19:06:54 2012 uz=440000 Open’'PH ROUTE: Open'yPM needs a gatewsay parameter for a --rc
Tue May 01 19:06:54 2012 uez=440000 0pen’’' PN ROUTE: failed to parze/resolve route for host/network: 1
Tue May 07 13:06:54 2012 us=440000 *====== NOTE: Please manually set the IP/netrmask of 'Local Area C
Tue May 01 19:06:54 2012 uz=456000 TAP-WIM32 device [Local Area Connection] opened: Y4 \Global\[2¢
Tue May 01 19:06:54 2012 uz=456000 TAP-Win32 Driver Version 9.9

Tue tay 01 190654 201 ys=456000 TAP-Wind b T1=1500

Ifue Mayp 01 19:06:54 2012 uz=426000 Successful ARP Flush oninterface [27] {241D859D-EDB1-4??2-998!$
I <

< 1 | 3

Dizconnect Reconnect | Hide |
(]
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4. @ryanenl 999 Icon OpenVPN Liau Task bar azitlazuiudiden

=

TH . @ = [ I 19:13

5. AN Winnimaaeu Iaan1sWa ping 192.168.25.1 1lan1stansadda azliuaans

o dgj
ANNTNU

BN Administrator: C\Windows\system32\cmd.exe o E %

Microsoft Windows [Uersion 6.1.76601
Copyright <c> 2B0? Microsoft Corporation. All rights reserved.

C:slUserssMAT Fods
C:srping 172.168.

Pinging 192.168. with 32 hytes of data:

Reply from 192_168. : bytes=32 time=?3msz TTL=128
Reply from 192_168. H

Reply from 192.168. : bhytes=32 time=4Yms TTL=128
Reply from 192.168. H

Ping statistics for 192_168.

Packets: Sent = 4, Received = 4, Lost = B {(Bx loss>,.
Approximate round trip times in milli-—seconds:

Minimum = 46ms,. Maximum = ?3ms,. Average L8ms

RS

bytes=32 time=46m=z TTL=128
bhytes=32 time=46msz TTL=128




